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Filter:

Bl Interfaces... Ctrl+I &
@ Options... Ctrl+K
@ Start Ctrl+E

File Edit View Go Copture Analyze S % 51_33[‘.'} Ctrl+E
UMM BEXRAE
Fitr @ Restart =G 1ost Por

The World's Most Popular Network Protocol Analyzer
Version 1.8.3 (SVN Rev 45256 from /trunk-1.8)

M C apture Filters...

L fls________________J ______ onine |
l.nterfa ce LIS'.t =) Open ) » Vﬁ_lebslfe )
¥ Live it of the capture interfaces. ‘Open a previously captured fie. Visit the project’s website
{counts incoming peckets)

Open Recent: @ User's Guide
@ start o o2 — [P —

1] Wireshark: Capture Inte

@ Sample Captures

Arich assortment of exemple capture fles on the wiki

2] TAP-Win32 Adapter V8: \Device\NPF_{1C17895A-FDCE-4C62-8¢ =
NPF_{F5C3C811-B105-4D84-| {mFDcBmm‘E‘
ice\NPF_(
nrAR

_eni

Packets Packets/s

[ @ TAP-Win32 Adapter V9 feblufddalccibf3To6cs 0 0 Dretails
[ E Sun fedl:f492:1533:861 5:60f2 46 1 Details
@ How to Capture

0 @ Broadcom MetLink (TM) Gigabit Ethernet Driver feB0:f8ea7560:71f7:3acl 0 ] Details

] E Microsoft feB0:09df:333a:b18c:d0ad O ] Details

Ready to load or capture No Packets

0 @ Microsoft fel0:3149:9131:4890:3b0c O ] Details

Q
]
m
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File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

Feodas DCEXRE A2 TL

¥l [] Expression... Cleer Agply Save
No. Time Source Destination Protocol Length Info -
1 0.00000000 150.140.158.11 239.255. 255. 250 SSDP 140 M-SEARCH * HTTP/1.1
2 0.07498200150.140.139.106 239.255.255. 250 SSDP 140 M-SEARCH * HTTP/1.1
3 0.24398800150.140.139.229  150.140.139.242 TCP 74 46462 > 24800 [SYN] Seq=0 Win=14600 Len=0 MSS5=1460 SACK_PERM=1 T5val=734139206 TSecr=0 W
24800 > 4 2 [RST, ACK] 1 1 win=0 Li
50 300Cisco_82:a8:18 nf. Root = 24576 1do H " 8
6 0.59573000150.140.139.238 175 M-SEARCH * HTTP/1.1
7 1.04634000150.140.187.40 239.255.255.250 SSDP 140 M-SEARCH * HTTP/1.1
§1.31109200150.140.139.229  150.140.139.242 TCP 74 46463 > 24800 [S¥N] Seq=0 win=14600 Len=0 MSS=1460 SACK_PERM=1 TSval=734139473 Tsecr=0 w
9 1.31117600150.140.139. 242 150.140.139.229
10 1. 52646800 150.140.199. 50 239.255.255.250 SSDP 393 NOTIFY * HTTR/1.1
11 1.63188100150.140.199. 50 239.255.255.250 SSDP 416 NOTIFY * HTTP/1.1
121 P /VTR/DTR/P Trunki

13 1. sC

890 _82 8 CDP/VTP/DTP/PAQP/UD DTP Trunki

14 1.69401700 Cisco_82:a8:18 CDP/VTP/DTP/PAgGP /UDCDP pDevice ID: sw0200Ab3 Port ID: Fastethernet0/24

15 1.74249600 150.140.199. 50 239.255.255.250 SSDP 465 NOTIFY * HTTP/1.1

16 1.85356600 150.140.199. 50 239.255.255.250 SSDP 483 NOTIFY ¥ HTTP/1.1

17 2.37888300150.140.139.229 150.140.139.242 TCP 74 46464 > 24800 [SYN] Seq=0 Win=14600 Len=0 MSS5=1460 SACK_PERM=1 T5val=734139740 TSecr=0 W
3 2.37898300 150. 140.139. 242 150.140.1 1

19 2 isco_82 118 sp nf. Root = 245 1do 191:00 st = 16 Port 8

20 3.44112500 vmware_41:c7:8f Broadcast 60 who has 150.140.139.2087 Tell 150.140.139.195

21 3.46428400150.140.139.229 150.140.139.242 TCP. 74 46465 > 24800 [S¥N] Seq=0 win=14600 Len=0 MS5=1460 SACK_PERM=1 Tsval=734140011 Tsecr=0 w
3. 38700150.140.139.242 150.140.139.229 5 [RST, ACK] Seg=1 Ack=1l win=0 Len=0

23 3.59620100150.140.139.238 239.255.255.250 55DP 175 M-SEARCH * HTTP/1.1
Frame 1: 140 bytes on wire (1120 bits), 140 byres captured (1120 bits) on interface 0
Ethernet II, src: Cisco 46:89:bf (00:1b:53:46:89:bf), Dst: Ipvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
Internet Protocol version 4, src: 150.140.158.11 (150.140.158.11), Dst: 239.255.255.250 (239.255.255.250)
User Datagram Protocol, src port: 50833 (50833), Dst port: ssdp (1900)
Hypertext Transfer Protocol

0000 01 00 5e 7f ff fa 00 1b 53 46 89 bf 08 00 45 00

0010 00 7e 2e d6 00 00 fd 11 6a 06 96 8c 9e 0Ob ef ff Jeawrenn
0020 ff fa c6 91 07 6c 00 6a 40 b5 4d 2d 53 45 41 52 @.M-SEAR
0030 43 48 20 2a 20 48 54 54 50 2f 31 2e 31 0d Qa 48 /1.1,

0040 4f 53 54 3a 20 32 33 39 2e 32 35 35 2e 32 35 35 255.255
0050 2e 32 35 30 3a 31 39 30 30 0d Qa 53 54 3a 75 7 0..5T:up
0060 6e 70 3a 72 6f 6f 74 64 65 76 69 63 65 0d 0a 4d evice. .M
0070 41 4e 3a 22 73 73 g4 7 Ja 64 €9 73 63 6f 76 65

rdiscove

@ ﬂ File: "C:\Users\pandomas\Documents\forkil... | Packets: 788 Displayed: 788 Marked: 0 Load time: 0:00.374 Profile: Default
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File Edit View Go Capture Analyze Statistics Telephﬂny Tools Internals Help

B oW e EEHXEE a4esdT2I[EEFE
Filter: | ip.src==150.140.139.242 IEI Expression...

Ma. Time Source Destination Protocol Le

. 9443570 ]_JD ld-D

435 SE 0?93920150 14D 139, 242 150.140. 139 229 TCP

4093 58.6619960150.140.139, 242 150.140.129. 30 DNS
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iw'lreshark.pcapng [Wiresha
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ERNCy EEXEL Aa¢ss»aT L2 IEEaacal #0Mmx| B
Filter: B Expression... Clear Apply Save
Ma. Tirme Source Destination Protocol Length Info
449 0. 20/08350 LoV 14V, 184, 30 L3 £330 £ LI Do 4Ll MUITLFY - HITF/L. L
493 58.6619960150.140.139. 242 150.140.129. 30 DNS 79 standard gquery 0Ox43fe A www.ceid.upatras.gr
494 58,6627400150.140.129. 30 150.140.138. 242 DNS 264 standard query response 0Ox43fe CNAME khaos.ceid.upatras.gr A 150.140.141.184
495 58.6630350150.140.139, 242 150.140.129. 30 DNS 79 standard guery 0xf933 AAAA www.ceid.upatras.gr
496 58,6635750150.140.129. 30 150.140.139. 242 DNS 143 standard query response 0xf933 CNAME khaos.ceid.upatras.gr

Frame 493: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface 0

Ethernet II, src: Dell_6e:78:ac (00:21:70:6e:78:ac), Dst: Cisco_46:8%9:bf (00:1b:53:46:89:bf)

Internet Protocol version 4, Src: 150.140.139.242 (150.140.139.242), Dst: 150.140.129.30 (150.140.129.30)
User Datagram Protocol, Src Port: 59779 (59779), Dst Port: domain (53)

Domain Name System ([query)
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I wiresharkpcapng [Wiresha
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X288 a¢e»oT2/(EE Qaal @2 W% 8

Filter: EI Expression... Clear Apply Save

Mo. Time Source Destination Protocol Length Info
497 58.7165700150.140.139. 242 150.140.141.184 TCP 66 9603 > http [SYN] Seqg=0 Win=8192 Len=0 M55=1460 Ws=4 SACK_PERM=1
498 58.7167950150.140.141.184 150.140.139.242 TCP 66 http > 9603 [SYN, ACK] Seg=0 Ack=1 Win=3840 Len=0 M55=1460 SACK_PERM=1 WS=128
499 58.7168750150.140.139, 242 150.140.141.184 TCP 54 9603 > http [ACK] sSeg=1 Ack=1l wWin=65700 Len=0

Frame 497: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

Ethernet II, src: Dell_6e:78:ac (00:21:70:6e:78:ac), Dst: Cisco_46:89:bf (00:1b:53:46:89:bf)

Internet Protocol version 4, src: 150.140.139,.242 (150.140.139.242), Dst: 150.140.141.184 (150.140.141.184)
Transmission Control Protocol, Src Port: 9603 (9603), Dst Port: http (80), Seq: 0, Len: O
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File Edit View Go Capture Analyze Statistics Telephunz Tools  Internals  Help

Sue XL a¢e»aTFLIEE QAN DB K| E
Filter: IEI Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
449 30,1087 IU LIV, 14U, L3Y, 242 LU, 14U, L1, LO4% Ik J4 YOUS F TILLP LALK] DEU=L ALK=L WIMN=03/UU LEN=U
500 58.7177350150.140.139, 242 150.140.141.184 HTTP 394 GET / HTTP/1.1
501 58.7180040150.140.141.184 150.140.139. 242 TCP 60 http > 9603 [ACK] sSeg=1 Ack=341 wWin=6912 Len=0
502 58.7200550150.140.141.1584 150.140.139. 242 TCP 1514 [TCP segment of a reassembled PDU]
503 58.7201680150.140.141.1384 150,140,139, 242 TCP 1514 [TCP segment of a reassembled PDU]
504 58.7202060150.140,139, 242 150.140.141.184 TCP 54 9603 > http [AcCK] Seq=341 Ack=2921 wWin=65700 Len=0
505 58.7206750150.140.141.184 150,140,139, 242 TCP 1514 [TCP segment of a reassembled PDU]
506 58.7207950150.140.141.1384 150,140,139, 242 TCP 1514 [TCP segment of a reassembled PDU]
507 58.7208340150.140.139, 242 150.140.141.184 TCP 54 9603 > http [ACK] Seq=341 Ack=5B41 wWin=65700 Len=0
508 58.7209570150.140.141.1384 150,140,139, 242 TCP 1514 [TCP segment of a reassembled PDU]
509 58.7212950150.140.141.184 150,140,139, 242 TCP 1514 [TCP segment of a reassembled PDU]
510 58.7213360150.140,139, 242 150.140.141.184 TCP 54 9603 > http [acK] Seq=341 Ack=B76l1 win=065700 Len=0
511 58.7214230150.140.141.184 150,140,139, 242 TCP 1514 [TCP segment of a reassembled PDU]
512 58.7214650150.140.141.1384 150,140,139, 242 HTTP 779 HTTP/1.1 200 ok (text/html)

38.7214930150.140.139, 242 150.140.141.184 9603 = http [ACk] Seg=341 Ack=10946 Win=65700 Len=0
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m Metagopa dedouévwy (0e€i KAIK Kal “Follow TCP
stream”)

i Follow TCP Stream |

Stream Content

GET / HTTP/1.1

HostT: www.ceid.upatras.gr

User-agent: Mozilla/5.0 (windows NT 6.1; rv:16.0) Gecko/20100101 Firefox/16.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;g=0.8
Accept-Language: el-gr,el;qg=0.8,en-us;qg=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

Cconnection: keep-alive

Cookie: ja_purity_tpl=ja_purity

HTTP,/1.1 200 OK

Date: Tue, 13 Nov 2012 15:22:22 GMT

server: Apache/2.2.3 (Red Hat)
Last-Modified: wed, 26 Sep 2012 10:18:45 GMT
ETag: "cdcdfa-2999-4ca9825ceebd40”
Accept-Ranges: bytes

Content-Length: 10649

Keep-aAlive: Timeout=15, max=256

Connection: Keep-Alive

Content-Type: Text/html

<html=>

<heads>

=meta http-equiv="Content-Type" content="text/html; charset=utf-8"/>

<link rel="stylesheet" type="text/css5" href="main.css">

<title= S </title>
<SCRIPT LANGUAGE="Javascript'=

<!-—

function wwwClient() {
var aoent = navioator.userAnent . tol owerCasel():
< | 1

Entire conversation (44135 bytes)

End || Savess || Pint |© asco ) EBCDIC ©) Hex Dump © CArrays
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“ wireshark.pcapng [Wireshark 1.8.3 (SWN Rev 45256 from /trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephnni Tools  Internals  Help

B e BEXZ2E A¢saTL[EFacaad #¥% % @
Filter: | tcp.stream eq 55 BExpressinn... Clear Apply Save
Mo, Time Source Destination Protocel Length Info N
585 58.9214610150.140.139. 242 150.140.141.184 TCP 54 9603 = http [ACK] 5eq=1047 Ack=29680 wWin=65700 Len=0
586 58.9215570150.140.141.184 150.140.139, 242 TCP 1514 [TCP segment of a reassembled PDU]
588 58.9217440150.140.141.184 150.140.139. 242 HTTP 1100 HTTP/1.1 200 oK (GIFE89a)
589 58.9217820150.140.139.242 150.140.141.184 TCP 54 9603 = http [ACK] 5eq=1047 Ack=32186 wWin=65700 Len=0
600 58.9258570150.140.139. 242 150.140.141.184 HTTP 425 GET /images/myceid_front.gif HTTP/1.1
608 58.9266780150.140.141.184 150.140.139, 242 TCP 1514 [TCP segment of a reassembled PDU]
609 58.9267980150.140.141.184 150.140.139, 242 TCP 1514 [TCP segment of a reassembled PDU]
610 58.9268340150.140.139. 242 150.140.141.184 TCP 54 9603 > http [ACK] Seq=1418 Ack=35106 Win=65700 Len=0
611 58.9268590150.140.141.184 150.140.139. 242 HTTP 836 HTTP/1.1 200 oK (GIFB9a)
628 58.9304610150.140.139. 242 150.140.141.184 HTTP 415 GET /images/b4.gif HTTP/1.1
629 58.9311960150.140.141.184 150.140.139. 242 TCP 1514 [TCP segment of a reassembled PDU]
630 58.9312920150.140.141.184 150.140.139. 242 HTTP 1292 HTTP/1.1 200 oK (GIFE89a)
631 58.9313310150.140.139, 242 150.140.141.184 TCFP 54 9603 > http [ACK] 5eq=1779 Ack=38586 Win=65700 Len=0
665 58.9359870150.140.139.242 150.140.141.184 HTTP 420 GET /images/flag_en.qgif HTTP/1.1
683 58.9372920150.140.141.184 150.140.139, 242 TCP 1514 [TCP segment of a reassembled PDU]
684 58.9374090150.140.141.184 150.140.139, 242 TCP 1514 [TCP segment of a reassembled PDU]
685 58.9374450150.140.139.242 150.140.141.184 TCP 54 9603 > http [AcCK] Seg=2145 Ack=41506 Win=65700 Len=0
HTTP/1.1 200 oK (GIF89a)

686 58.9374590150.140.141.184 150.140.139. 242 HTTP 540

P ransmission] P s

http [ACK] Seq=2145 Ack—4

Win=65212 Len=0 SLE=41506 SRE=41992

724 59.1398260 150.140. c 150.140.141.184 TCP 66 9603 1992

=
765 63.5759140150.140.139.242 150.140.141.184 TCP 54 9603 > http [FIN, ACK] Seq=2145 Ack=41992 wWin=65212 Len=0
776 63.5764120150.140.141.184 150.140.139. 242 TCP 60 http > 9603 [FIN, ACK] 5eq=41992 Ack=2146 Win=12288 Len=0
777 63.5766070150.140.139.242 150.140.141.184 TCP 54 9603 > http [ACK] Seq=2146 Ack=41993 wWin=65212 Len=0



